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Logging?

WTF can you do with a log file?
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log4perl

Log::Log4perl lets you remote-control and fine-
tune the logging behaviour of your system from
the outside. It implements the widely popular

(Java-based) Log4j logging package in pure Perl.
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log.conf
Logging is all about the config file.

(® | plainblack.com



log.cont

log4perl.logger = WARN, mainlog

log4perl.appender.mainlog = Log::Log4perl::Appender::File
log4perl.appender.mainlog.filename = /data/wre/var/logs/webgui.log
log4perl.appender.mainlog.layout = PatternLayout

log4perl.appender.mainlog.layout.ConversionPattern = %d - %p - 7%c - %M[%L] - 7%m%n
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log.cont

log4perl.logger = WARN, mainlog

log4perl.appeNder.mainlog =Log::Log4perl::Appender::File
log4perl.appendeg.mainlog.filename = /data/wre/var/logs/webgui.log
log4perl.appender.mginlog.layout = PafternLayout

log4perl.appender.main\og.layout.ConversionPattern = %d - %p - %c - %M[%L] - %m%n

Category Name

In this case, the master category.
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log.cont

WARN,

Log Level
DEBUG, INFO, WARN, ERROR, FATAL
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log.cont

= WARN, mainlog

mainlog =.Log::Log4gerl::Appender::|
mainlog.filename = /dataXwre/var/logs/webgui.log

mainlog.layout = PatternLayo

mainlog.layout.ConversionPattern =Ned - %p - 7%c - %M[%L] - %m%n

Log Alias Defined
Log Alias
Used
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log.conf

rl.logger = WARN, mainlog
log4perl.appender.mainlog = Log::Log4perl::Appender::File
log4perl.appender.mainlog.filename = /data/wre/var/logs/webgui.log
g4perl.appender.mainlog.layouf  PatternLayout

erl.appender.mainlog.layout.donversionPattern = %d - %p - %c - %M[%L] - %m%n

\
Define a storage/display
mechanism called an
Appender
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log.cont
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log4perl.appender.mainlog.filename = /data/wre/var/logs/webgui.log

log4perl.appender.mainlog.layout = PatternLayout

log4perl.appender.mainlog.layouXCanversionPattern = %d - %p - 7%c - %M[%L] - 7%m%n

Appender Configuration
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Log Per Site

log4perl.logger.www.example.com = WARN, web

log4perl.appender.web = Log::Log4perl::Appender::File
log4perl.appender.web.filename = /data/wre/var/logs/www.example.com.log
log4perl.appender.web.layout = PatternLayout
log4perl.appender.web.layout.ConversionPattern = %d - %p - %c - %M[%L] - %m%n

log4perl.logger.intranet.example.com = WARN, intranet

log4perl.appender.intranet = Log::Log4perl::Appender::File
log4perl.appender.intranet.filename = /data/wre/var/logs/intranet.example.com.log
log4perl.appender.intranet.layout = PatternLayout
log4perl.appender.intranet.layout.ConversionPattern = %d - %p - %c - %M[%L] - %m%n
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Log Per Site

log4perl.loggerwww.example.com = WARN, web

log4perl.appender.web = Log::Log4perl::Appender::File
log4perl.appenderweb. filename = /data/wre/var/logs/www.example.com.log
log4perl.appender.web.layout = PatternLayout
log4perl.appender.web.layout.ConversionPattern = %d - %p - %c - %M[%L] - 7%em%n

vg4perlloggerintranet.example.com = WARN, intfranet

log4perl appender.intranet = Log::Log4perl::Appender::File
oasperlappenderintranet filename = /data/wre/var/logs/intranet.example.com.log
log4perl appender.intranet.layout = PatternLayout

4perl.appender.intranet.layout.ConversionPattern = %d - %p - %c - %M[%L] - 7%m’
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Log Per Site

log4perl.loggerwww.example.com = WARN, web

log4perl.appender.web = Log::Log&perl::Appender::File
log4perl.appender.web.filename = Aata/wre/var/logs/www.example.com.log
log4perl.appender.web.layout = PattgrnLayout
log4perl.appender.web.layout.ConversionPattern = %d - %p - %c - %M[%L] - 7%em%n

g4perl.logger.intranet.example.com = WARN, intranet
log4perl.appender.intranet = Log:N\og4pexl::Appender::File
log4perl.appender.intranet.filename x /datg/wre/var/logs/intranet.example.com.log
log4perl.appender.intranet.layout = PaNernhayout
tperl.appender.intranet.layout.ConversionRattern = %d - %p - %c - 7%M[%L] - om7n

WebGUI's category is the config file name.
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Log Per Site

log4perl.logger.www.example = WARN, web
log4perl.loggerwww.example.com = WARN, web
log4perl.logger.www.example.com.conf = WARN, web

Probably the same thing unless there is an
example.net or example.org in your sites list.
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Log Per Site

log4perl.logger.www = WARN, web

All sites that begin with www.
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Log Per Site

log4perl.logger.spectre.conf = WARN, wetk

Anything that S.P.E.C.T.R.E. logs.
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Fatals Log

log4perl.logger = WARN, mainlog, fatals

# main log file

log4perl.appender.mainlog = Log::Log4perl::Appender::File
log4perl.appender.mainlog.filename = /data/wre/var/logs/webgui.log
log4perl.appender.mainlog.layout = PatternLayout
log4perl.appender.mainlog.layout.ConversionPattern = %d - %p - %c - %M[%L] - %em%n

# log only containing fatals

log4perl.MatchFatals = Log::Log4perl::Filter::LevelMatch
log4perl.MatchFatals.LevelToMatch = FATAL
log4perl.filter.MatchFatals.AcceptOnMatch = true

log4perl.appender.fatals.Filter = MatchFatals

log4perl.appender.fatals = Log::Log4perl::Appender::File
log4perl.appender.fatals.filename = /data/wre/var/logs/webgui.fatal.log
log4perl.appender.fatals.layout = PatternLayout
log4perl.appender.fatals.layout.ConversionPattern = %d - 7%p - %c - %M[%L] - %m%n
log4perl.appender.fatals.Threshold = FATAL
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Fcn‘als

log4perl.logger = WARN, mainlog, fatals

# main log file

log4perl appender mam»tog ﬁlename = /da’ra N
log4perl.appender.mainlog. layout = Pa’r’rer'nLa
log4perl.appendq:r.mainlog..l-aqu:_CbﬁversionP Zon

# log only containing fatals =

log4perl.MatchFatals = Log: Log4per| :Filter: LevelMa’rch 7

log4perl.MatchFatals.LevelToMatch = FAIIEAL e

log4perl.filter.MatchFatals.AcceptOnMatch = true F

log4perl.appender.fatals.Filter = MatchFatals

log4perl.appender.fatals = Log::Log4perl::Appender::File

loq4perl appender-.fatals.filename = /da’ra/wre/var/logs/webgul fatal.log
log4perl.appender.fatals.layout = PatternLayout

log4perl.appender.fatals.layout.ConversionPattern = %d - 7%p - %c - %M[%L] - %em%n
bg4perl.appender.fatals.Threshold = FATAL
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Fatals Log

Define a filter
. that matches
only FATAL

messages.

. A

log4perl.MatchFatals = Log::Log4perl::Filter::LevelMatch
log4perl.MatchFatals.LevelToMatch = FATAL
log4perl.filter.MatchFatals.AcceptOnMatch = true
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Fatal s L Kl o
log4perl.logger = WARN, mainlog, fatals V4 fy
# main log file |

log4perl. appendermalnlog =Log: Log4perl Appende
log4perl.appender.mainlog.filename = /data/wre/var
log4perl.appender.mainlog.layout = Pa’r’rernLayou’r
log4perl.appender. malnlog lay.ou’r CoﬂverswnPaHern !

“ﬂ-"'

e %n

# log only containing Fa’rals 7

log4per|.MatchFatals = Log: Log4perl ‘Filter: Lev Aatch g

log4perl.MatchFatals.LevelToMatch = FATAL i R

log4perl.filter.MatchFatals.AcceptOnMatgh = true O i

log4perl.appender.fatals.Filter = MatchFatals

log4perl.appender.fatals = Log::Log4perl::Appender::File

loq4perl appender.fatals.filename = /da’ra/wre/var/logs/webgul fatal.log
log4perl.appender.fatals.layout = PatternLayout
‘4perl.appender.fatals.layout.ConversionPattern = %d - 7%p - %c - %M[%L] - %em%n

perl.appender.fatals.Threshold = FATAL

A N
b
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log4perl.logger = WARN, mainlog, fatals

# main log file p
log4perl.appender.n
log4perl.appender.
log4perl.appender.
log4perl.appender.

Qi:lOg
_ %c - %MI%L] - %m%n

# log only containing Fa’rals Al }‘f‘f
log4perl.MatchFatals = Log::Log4perl::Fjlter: LevelMa’rch e
log4perl.MatchFatals.LevelToMatch = FATAL I R Gt
log4perl.filter.MatchFatals.AcceptOnMatch = true i
log4perl.appender.fatals.Filter = MatchFatals

log4perl.appender.fatals = Log::Log4perl::Appender::File
log4perl.appender.fatals.filename = da’ra/wre/var/logs/webgw fatal.log
log4perl.appender.fatals.layout = PgtternLayout
log4perl.appender.fatals.layout.ConwersionPattern = 7%d - %p - %c - %M[%L] - %em7n
log4perl.appender.fatals.Threshold = FATAL

R S,
"f’%:?!’
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Fatals Log

The filter still has a place. You can’
‘use. it for-a specific level, where
‘Threshold will append everything
‘below the specified level.

log4perl.MatchFatals = Log::Log4perl::Filter::LevelMatch
log4perl.MatchFatals.LevelToMatch = FATAL
log4perl.filter.MatchFatals.AcceptOnMatch = true
log4perl.appender.fatals.Filter = MatchFatals
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Email Yourself Fatals

og4perl.category = FATAL, Maliler

og4perl.appender.Mailer = Log::Dispatch::Email::MailSend
og4perl.appender.Mailer.to = drone@pageme.net
og4perl.appender.Mailer.subject = Something's broken!
og4perl.appender.Mailer.layout = SimpleLayout
og4perl.appender.Mailer.buffered = O
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Email Yourself Fatals

Log::Dispatch::Email::MailSend

You need to install this
appender, because it doesnt
come with log4perl.
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Email Yourself Fatals

.To = drone@pageme.net

Your email address. Or
better yet, someone else’s
email address. =)
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Email Yourself Fatals

.subject = Something's broken!

A subject line. I recommend
something unique that you can use
email filters on. Putting hostname
in subject also a good idea.
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Email Yourself Fatals

ler.buffered = 0

%%

Without this it would only
email after building up a
few messages.
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IM Yourself Fatals

log4perl.category = FATAL, Jabber

log4perl.appender.Jabber = Log::Dispatch::Jabber
log4perl.appender.Jabber.login.hostname = jabber.example.com
log4perl.appender.Jabber.login.port = 5222
log4perl.appender.Jabber.login.username = logger
log4perl.appender.Jabber.login.password = 123qwe
log4perl.appender.Jabber.login.resource = logger
log4perl.appender.Jabber.to = drone@ jabber.example.com
log4perl.appender.Jabber.layout = SimpleLayout
log4perl.appender.Jabber.buffer = 3
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IM Yourself Fatals

log4perl.category = FATAL, Jabber
log4perl.appender.Jabber = Log::Dispatch::Jabber
log4perl.appender.Jabber.login.hostname =¢jabber.example.com
log4perl.appender.Jabber.login.port = 522
log4perl.appender.Jabber.login.username 3 logger
log4perl.appender.Jabber.login.password = 123qwe
log4perl.appender.Jabber.login.resource =|logger
log4perl.appender.Jabber.to = drone@ jabber.example.com
log4perl.appender.Jabber.layout = Simpleljayout
log4perl.appender.Jabber.buffer = 3

You'll have to install
this module.
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IM Yourself Fatals

log4perl.category = FATAL, Jabber

log4perl.appender.Jabber = Log::Dispatch::Jabber
log4perl.appender.Jabber.login.hostname = jabber.example.com
log4perl.appender.Jabber.login.port = 5222
log4perl.appender.Jabber.login.username = webgui
log4perl.appender.Jabber.login.password = 123qwe
log4perl.appender.Jabber.login.resource = logger
log4perl.appender.Jabber.fo = dron&@ jabber.example.com
log4perl.appender.Jabber.layout = SilpleLayout
log4perl.appender.Jabber.buffer = 3

Specify all the login information
required to access your jabber server.
The logger needs it's own account.
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IM Yourself Fatals

log4perl.category = FATAL, Jabber

log4perl.appender.Jabber = Log::Dispatch::Jabber
log4perl.appender.Jabber.login.hostname = jabber.example.com
log4perl.appender.Jabber.login.port = 5222
log4perl.appender.Jabber.login.username = logger
log4perl.appender.Jabber.login.password = 123qwe
log4perl.appender.Jabber.login.resource = logger
log4perl.appender.Jabber.to = drone@ jabber.example.com
log4perl.appender.Jabber.layout = SimpleLayout
log4perl.appender.Jabber.buffer = 3

Specify who gets the
message.
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IM Yourself Fatals

log4perl.category = FATAL, Jabber

log4perl.appender.Jabber = Log::Dispatch::Jabber
log4perl.appender.Jabber.login.hostname = jabber.example.com
log4perl.appender.Jabber.login.port = 5222
log4perl.appender.Jabber.login.username = logger
log4perl.appender.Jabber.login.password = 123qwe
log4perl.appender.Jabber.login.resource = logger
log4perl.appender.Jabber.fo = drone® jabber.example.com
log4perl.appender.Jabber.layout = SimpleLayout
log4perl.appender.Jabber.buffer = 3

£k

Specify how many fatals
should be generated
before sending a message.
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Log to XML

log4perl.logger = WARN, mainlog

log4perl.appender.mainlog = Log::Log4perl::Appender::File
log4perl.appender.mainlog.filename = /data/wre/var/logs/webgui.log
log4perl.appender.mainlog.layout = Log::Log4perl::Layout:: XMLLayout
log4perl.appender.mainlog.layout.LocationInfo = TRUE
log4perl.appender.mainlog.layout.Encoding = iso8859-1

Note that you have to install
Log::Log4perl::Layout:: XMLLayout
separately.
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Log to XML

log4perl.appender.mainlog.layout = Log::Log4perl::Layout:: XMLLayout
log4perl.appender.mainlog.layout.LocationInfo = TRUE
log4perl.appender.mainlog.layout.Encoding = iso8859-1

Just a new kind of layout system.
But it's easily readable by log file
analyzers like Chainsaw.
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Log to a Database

log4perl.logger = WARN, mainlog

log4perl.appender.mainlog = Log::Log4perl::Appender::DBI
log4perl.appender.mainlog.layout = Log::Log4perl::Layout::PatternLayout
log4perl.appender.mainlog.datasource = DBI:mysql:thebigdb
log4perl.appender.mainlog.username = webgui
log4perl.appender.mainlog.password = 123qwe
log4perl.appender.mainlog.sql = insert into my_log_table \

(loglevel, site, date, module, lineNumber, message) values (?,2,?,2,2,2
log4perl.appender.mainlog.params.1l = %p
log4perl.appender.mainlog.params.2 = %c
log4perl.appender.mainlog.params.3 = %d
log4perl.appender.mainlog.params.4 = %M
log4perl.appender.mainlog.params.5 = %L
log4perl.appender.mainlog.params.6 = 7%m
log4perl.appender.mainlog.bufferSize = 3

(® | plainblack.com



Log to a Database

log4perl.logger = WARN, mainlog
perl.appender.mainlog = Log::Log4perl::Appender::DBI
rl.appender.mainlog.layout = Log::Log4peXl::Layout::PatternLayout
g4perl.appender.mainlog.datasource = DBI:mysgl:Tthebigdb
og4perl.appender.mainlog.username = webgui
log4perl.appender.mainlog.password = 123qwe
log4perl.appender.mainlog.sql = insert into my_log\table \

(loglevel, site, date, module, lineNumber, message) values (?,2,2,2,2,2
log4perl.appender.mainlog.params.1 = 7%p
log4perl.appender.mainlog.params.2 = %c

perl.appender.mainlog.params.3 = %d

tperl.appender.mainlog.params.4 = %M

.appender.mainlog.params.5 = %L

pender.mainlog.params.6 = %m We want 'I'O use the
> linlog.bufferSize = 3
database appender.
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Log to a Database

.datasource = DBI:mysql:thebigdb
.username = webgui
.password = 123qwe

Provide the database
connection info.
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Log to a Database

log4perl.appender.mainlog.sql = insert into my_log_table \

(loglevel, site, date, module, lineNumber, message) values (?,2,2,2,2,?
log4perl.appender.mainlog.params.l = %p N
log4perl.appender.mainlog.params.2 = %c .

s # Tie the log parameters

log4perl.appender.mainlog.params.3 = %d

log4perl.appender.mainlog.params.4 = %M to .ﬁ elds in a database
log4perl.appender.mainlog.params.5 = %L
log4perl.appender.mainlog.params.6 = 7%m table.
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Log to a Database

For efficiency sake
only write after we've
buffered 3 log

messages.

log4perl.appender.mainlog.bufferSize = 3 «—___

(® | plainblack.com



plainblack.com




Performance

@ The more you log, the slower it will be.
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Performance

@ The more you log, the slower it will be.

@ WARN is the highest level you should use on a production
site, and ERROR is recommended for busy sites.
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Performance

@ The more you log, the slower it will be.

@ WARN is the highest level you should use on a production
site, and ERROR is recommended for busy sites.

@ Use a site specific log if you must log with more detalil.
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Write an SMS Appender

package Log::Log4perl::SmsAppender;
use strict;
use Net::SMS;

sub log {
my $self = shift;
my $sms = Net::SMS->new();
$sms->subscriberID($self->{subscriberID});
$sms->subscriberPassword($sel f->{subscriberPassword});
$sms->msgPin($sel f->{to});
$sms->msgFrom("“WebGUI");
$sms->msgCallback($sel f->{from});
$sms->msgText($self->{message});
$sms->optFlash($self->{gsmFlash} || "false");

$sms->msgSend;
;

sub new ¢
my ($class, %options) = @_;

bless {%options}, $class;
!

1.
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Write an SMS Appender

log4perl.category = FATAL, SMS

log4perl.appender.SMS = Log::Log4perl::SmsAppender
log4perl.appender.SMS.subscriberlID = 123-456-789-12345
log4perl.appender.SMS.subscriberPassword = 123qwe
log4perl.appender.SMS.1o = +1 100 410 1234
log4perl.appender.SMS.from = +1 100 510 1212
log4perl.appender.SMS.gsmFlash = true
log4perl.appender.SMS.layout = SimpleLayout
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Write an SMS Appender

log4perl.category = FATAL, SMS

log4perl.appender.SMS = Log::Log4perl::SmsAppender
log4perl.appender.SMS.subscriberID = 123-456-789-12345
log4perl.appender.SMS.subscriberPassword = 123qwe
log4perl.appender.SMS.to = +1 100 410 1234
log4perl.appender.SMS.from = +1 100 510 1212
log4perl.appender.SMS.gsmFlash = frue
log4perl.appender.SMS.layout = SimpleLayout
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Write an SMS Appender

package Log::Log4perl::SmsAppender;
use strict;
use Net::SMS;

sub log {
my $self = shift;
my $sms = Net::SMS->new();
$sms->subscriberID($self->{subscriberID});
$sms->subscriberPassword($sel f->{subscriberPassword});
$sms->msgPin($sel f->{to});
$sms->msgFrom("“WebGUI");
$sms->msgCallback($sel f->{from});
$sms->msgText($self->{message});
$sms->optFlash($self->{gsmFlash} || “false");

$sms->msgSend;
;

sub new §
my ($class, %options) = @_;
bless {%options}, $class;
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Write an SMS Appender

package Log::Log4perl::SmsAppender;
use strict;
use Net::SMS;

sub log {
my $self = shift;
my $sms = Net::SMS->new();
$sms->subscriberID($self->{subscriberID});
$sms->subscriberPassword($sel f->{subscriberPassword});
$sms->msgPin($sel f->{to});
$sms->msgFrom("“WebGUI");
$sms->msgCallback($sel f->{from});
$sms->msgText($self->{message});
$sms->optFlash($self->{gsmFlash} || "false");

$sms->msgSend;
;

sub new ¢
my ($class, %options) = @_;

bless {%options}, $class;
!

1.
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